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Less the 2 Years Ago
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https://www.nature.com/articles/d41586-018-00538-z
Nature January 17, 2018

https://www.nature.com/articles/d41586-018-00538-z


Keys to Winning a Talents Award

• “To apply, you must already have a firm job offer from a 
Chinese institution …

• The scheme is open to Chinese scientists under 55 years 
of age, and foreigners younger than 65. All applicants 
must have worked at renowned universities outside China

• All applications to the Thousand Talents scheme go 
through your Chinese university employer.”
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https://www.nature.com/articles/d41586-018-00538-z
Nature January 17, 2018

https://www.nature.com/articles/d41586-018-00538-z


Undisclosed Foreign Employment
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“China’s most systematic channel for identifying foreign-
based non-traditional collectors is its … Thousand Talents 
Program (TTP) … aims to recruit leading overseas 
scientists … Official Chinese TTP websites list more than 
three hundred US government researchers and more than 
six hundred US corporate personnel who have accepted 
TTP money. In many cases, these individuals do not 
disclose receiving the TTP money to their employer, 
which for US government employees is illegal and for 
corporate personnel likely represents a conflict of interest 
that violates their employee agreement.”



Undisclosed Foreign Employment Agreements

• “Shadow laboratories”
• Time commitment – sometimes full-time
• Substantial funding for research (including start-up funds)
• Laboratory, equipment, personnel
• Signing bonus, salary, housing, other benefits
• Deliverables: training personnel, papers, patents/IP
• Creates conflicts of commitment (>100% effort), interest
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An “Obvious” Question: What is a Recruitment?
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American Academic Leader Chinese Academic Leader

American University Chinese University



Clean Recruitment
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American Academic Leader Chinese Academic Leader

American University Chinese University



Talents Recruitment
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American Academic Leader Chinese Academic Leader

American University Chinese University



Undisclosed Talents Program or  Grants

Acknowledgements: This work was supported by a grant 
from …. Talents Program to XY

Supported by the National Natural Science Foundation of 
China (grants XXXXXXXX, YYYYYYYY) and NIH grants …

Supported by the National Basic Research Program of 
China (973 Program …)
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Duplicate Grants

US Grant
• Aim 1: AAAAA
• Aim 2: BBBBB
• Aim 3: CCCCC

Foreign Grant
• Aim 1: AAAAA
• Aim 2: BBBBB
• Aim 3: CCCCC
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• NIH is funding grants identical or highly similar to Chinse grants
• Investigators are “double-dipping” – and not disclosing



Stealing
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Cancer Letter, April 26, 2019



Undisclosed $11.7 Million China-Based Business
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From Brad Racino and Jill Castellano
https://inewsource.org/2019/07/06/thousand-talents-program-china-fbi-kang-zhang-ucsd/

https://inewsource.org/2019/07/06/thousand-talents-program-china-fbi-kang-zhang-ucsd/


FCOI Undisclosed
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Outcome to Date
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Peer Review Breaches
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Cancer Letter, April 26, 2019



Growing Institutional Awareness
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https://www.research.psu.edu/international_affiliations

https://www.research.psu.edu/international_affiliations


Key Point: Encourage but be Transparent

• “While most international collaborations are acceptable and 
encouraged, we urge researchers to err on the side of transparency.”

• “It protects everyone’s interests – the Federal government, Penn 
State, individual researchers, and their international collaborators – to 
have international relationships disclosed and vetted to determine if 
there are any potential conflict of commitments, duplications of 
research, and/or diversion of intellectual property in the performance 
of federally funded research.”
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https://www.research.psu.edu/international_affiliations

https://www.research.psu.edu/international_affiliations


NIH Actions

• Close work with institutions
– Institutional actions, refunds, renegotiated grants

• Referral to OIG and FBI
– Seek debarment or suspension
– Assist other Federal agencies

• What we’re looking for: full disclosure and vetting
– Oversight and stewardship over faculty activities
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Incomplete Thank You

• NIH
– Larry Tabak, Carrie Wolinetz, Jodi Black, 

Patricia Valdez, Sally Amero, Michelle 
Bulls, Julie Muroff, Kate Tapley, Mike 
Shannon, Bill Cullen, Liza Bundesen, 
Megan Columbus, Renate Myles, Katrina 
Pearson, Rick Ikeda, Jess Mazerik, 
Nicole Garbarini, Minna Liang, Francesca 
Bosetti, Tara Schwetz, others

• FBI, DOJ, DNI
– John Brown, Don Lichay, Tam Dao, 

Melody Hounsell, Jeff Stoff, others
• Non-federal organizations

– Wendy Streitz, Lisa Nichols, Sarah 
Rovito, Toby Smith, Lizbet Boroughs, 
Ross McKinney, Marcia McNutt, others

• DHHS
– Michael Schmoyer, Les Hollie, Francis 

Montoya, Justin Bidwell, Jason Scalzo, 
Adam Layton, others

• State
– Andrew Hebbeler, Megan Frisk, Staci 

Rijal, others
• OSTP and other research agencies

– Rebecca Keiser, Jeremy Ison, Bindu 
Nair, Helena Fu, Aaron Miles, others

• Dozens of VPRs and institutional 
compliance / integrity leaders
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FBI chief says Chinese operatives have 
infiltrated scores of ‘naive’ U.S. universities

Associated Press 
Published: 9:03am, 14 Feb. 2018

Presenter
Presentation Notes
Gallagher amendment to NDAA would have prohibited DOD funding for researchers participating in foreign talent recruitment programs
Foreign Influence Transparency Act would have imposed foreign agent registration requirements for participants in such programs and lowered HEA Sec. 117 foreign gift reporting threshold




Federal & Congressional Pressure to Re-Examine 
Research Protections
• Intelligence agencies sound the alarm
• Numerous reports raise concerns 
• Agencies send out letters and are clarifying 

old and developing new policies
• Congressional pressure to address security 

concerns builds; but Congress lacks 
understanding of the controls already in 
place

 Result: Several ill-informed and potentially 
damaging proposals to U.S. science have 
been introduced in Congress



Specific Concerns 
• Huawei and other university 

funding relationships              
• Talent recruitment programs
• Faculty relationships and 

failure to disclose foreign 
funding sources/affiliations

• Shadow laboratories 
• Breaches in peer-review
• Foreign investment/CFIUS
• Confucius Institutes
• Student groups 
• Sharing of Genetic Information 



National Institutes of Health 

• August 2018 letter and statement from Dr. Collins

• ACD Working Group Recommendations December 13, 2018

• “Reminders on Other Support“ Guide Notice and FAQs July 10, 
2019

• 60 current letters of inquiry to institutions, 17 referrals to HHS 
OIG

• Meanwhile: 
-- 2 Congressional hearings
-- FY20 Senate Appropriation hearing – focus
-- Media Focus 

https://www.nih.gov/about-nih/who-we-are/nih-director/statements/statement-protecting-integrity-us-biomedical-researc
https://acd.od.nih.gov/documents/presentations/12132018ForeignInfluences_report.pdf
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-19-114.html


National Science Foundation
Disclosure omissions and false statements. No breaches of peer-review.

JASON Study
Risk assessment & mitigation strategies including pre-publication information.
• How has the research ecosystem changed?
• Are there additional safeguards that should be in place?
• Which areas are more sensitive and have security implications?

Current & Pending Support requirements
• Revised C&P language in draft PAPPG released on May 29. Comments were due July 29.
• NSF is developing a template.

National Science Board (NSB) Discussion of Science and Security on July 18.

Sen. Grassley Letter to NSF Director (April 15) & NSF Response (April 26)

Presenter
Presentation Notes
Disclosure omissions and false statements. No breaches of peer-review. 
JASON Study 
Risk assessment and mitigation strategies. Range of risks including pre-publication information. 
How has the research ecosystem changed? 
Are there additional safeguards that should be put in place in order to continue to conduct research in an open environment?
Which areas are more sensitive and have security implications? 
Clarify existing requirements for current and pending support
NSF is developing a template. 
Revised language on “other support” in the draft PAPPG released for comment on May 29.




DOD and DOE 

Department of Defense 
• Section 1286 of the National Defense Authorization Act of 2019
• Task Force on Protecting Critical Technologies 
• March 20, 2019 Memo on current and pending support requirements 

Department of Energy 
• December 14, 2018 Memo on developing S&T Risk Matrix
• January 31, 2019 Memo on prohibiting DOE personal from participating in 

foreign talent programs 
• June 7, 2019 – Implements prohibition for DOE employees but NOT 

universities 



Recent Legislative Proposals
• H.R. 3038, “Securing American Science and Technology Act (SASTA),” Rep. Sherrill (D-NJ) 

& Rep. Gonzalez (R-OH)
• S. 2133, “Secure American Research Act,” Sen. Cornyn (R-TX) & Sen. Rosen (D/NV)
• H.R. 1678 / S. 1879, “Protect Our Universities Act,” Rep. Banks (R-IN) / Sen. Hawley (R-

MO)
• H.R. 618 / S. 29, “Critical Technologies and Security Act,” Rep. Ruppersberger (D-MD) / 

Sen. Warner (D-VA)
• H.R. 602 / S. 152, “Telecommunications Denial Order Enforcement Act,” Rep. Gallagher 

(R-WI) / Sen. Cotton (R-AR)
• S. 480, “Countering the Chinese Government and Communist Party’s Political Influence 

Operations Act,” Sen. Rubio (R-FL)
• H.R. 1811, “Countering the Chinese Government and Communist Party's Political 

Influence Operations Act,” Rep. Smith (R-NJ)
• S. 937, “Protecting American Technology Act,” Sen. Kennedy (R-LA)
• H.R. 2244, “Higher Education Transparency Act,” Rep. Gosar (R-AZ)
• S. 1451 / H.R. 2713, “People’s Liberation Army (PLA) Visa Security Act,” Sen. Cotton (R-

AR) / Rep. Gallagher (R-WI)



Congressional Hearings & Roundtables

• April 2018 –“Scholars or Spies: Foreign Plots to Targeting America’s Research &   
Development,” House Science Subcommittee on Oversight and Subcommittee on 
Research and Technology

• June 2018 - “Student Visa Integrity: Protecting Educational Opportunity and National 
Security,” Senate Judiciary Subcommittee on Border Security and Immigration

• Sept 2018 - House Science Committee Roundtable with higher education leadership, 
federal science agencies, FBI

• Feb 2019 - “China’s Impact on the U.S. Education System,” Senate Homeland 
Security Permanent Subcommittee on Investigations

• May 2019 - House Armed Services Roundtable with higher education leadership

• June 2019 - “Foreign Threats to Taxpayer – Funded Research: Oversight 
Opportunities and Policy Solutions,” Senate Finance Committee



Simple Summary of Legislative Proposals & 
Federal Actions 
• Increased institutional reporting of funding received from foreign gifts 

and contracts (HEA Section 117) 
• Restrictions on participation in foreign talent programs
• Creation of new categories of “critical technologies” or “sensitive 

research” which limit access to foreign students & scholars to certain 
labs and research projects 

• Focus on clarifying and enforcing agency disclosure requirements 
• Increased visa delays and some intl. students recently denied 

readmission into the U.S. 
• Better interagency coordination and forums for dialogue between 

federal agencies and the university/scientific community 



OSTP Coordination of Federal Agency Policies  
• H.R. 3038 - SASTA Legislation 

-- supported by over 100 institutions 

• Joint Committee on Research Environments (JCORE) announced by OSTP 
on May 7

• Subcommittee on Research Security 
-- Two OSTP staff & 3 staff Co-chairs

• 18 federal agencies; have already had nine meetings.
• Initial discussions have focused on:

-- Coordination of Federal communications/outreach efforts to academic 
and research institutions; four regional meetings planned 
-- Providing guidance and best practices for research institutions

-- Standardizing conflict of interest and commitment disclosure 
requirements and enforcement



Universities Seeking to Balance Science & Security Concerns 
1) Take security concerns seriously and must comply with existing requirements  
2) Defend core principles of openness & value of foreign students/scholars 
3) AAU - APLU survey on effective practices to address foreign security threats

- 140 examples submitted by 39 institutions
- Several “Buckets”  
Communication; coordination; training; enhanced reviews; cyber and data security;                                
IP protection; security agency interaction; foreign travel; international visitors; export controls

3)   Memo to AAU Presidents and Chancellors 
- What does your institution already do? 
- What responsibilities do faculty have? 
- What more can your institution do?

4)   Editorial, Inside Higher Education, “We Must Have Both” August 5, 2019
5)   Several national/regional meeting & briefings with more to come!

(e.g. Loyola Chicago, Sen. Warner/Rubio Roadshow, FBI Academic Summit)

https://www.aau.edu/sites/default/files/AAU%20Files/Key%20Issues/Science%20%26%20Security/AAU-APLU-Effective-Practices-Memo-and-Summary.pdf


Contact Me

toby.smith@aau.edu

@SciPolGuy 
@AAUniversities 

www.aau.edu

mailto:toby.smith@aau.edu
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Guidance for Faculty

 Recognize the news and changing landscape

 Communicate, communicate….

 Faculty need to understand:

– Applicable disclosure requirements for reporting to school and to funder. 

– Philosophy of school, values, and commitments.
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Visitors, Collaborations, and Foreign Activities

 Are the processes for managing visitors and collaborations sufficient?

 What about research activities outside the US?

 Collaboration agreements 

 Gifts and travel reimbursement,

 Technology transfer agreements, and

 Procurement. 

 Consider escalation and review process for high-risk collaborations.  
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Horizon Scanning

 Communicate First; enable understanding and application.

 Consider not-for-cause sampling and auditing COI disclosures.

 Consider not-for-cause sampling and auditing of applications and progress reports.

– Tool for risk assessment, education, and defense, as needed. 

– Include both awards with known foreign components and those without foreign 
components to assess faculty understanding of disclosure requirements.

– Focus on recently completed awards, for which manuscripts are published or in 
process, for a full picture of the current foreign support landscape.  

 Consider self-disclosure for any significant problems identified. 
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Responding to U.S. Govt Agency Inquiries

 Potential deficiencies are identified through law enforcement referrals, 
complaints from co-workers or other scientists (including to Congress), 
institutional self-reporting, and agency staff review.

 Federal funders may inquire directly, or requests come from OIG, DOJ, etc.

– e.g., subpoenas for records

 Institutions receiving such letters must engage in fact-finding investigations to 
respond.

– Agencies may question the adequacy of the institutions’ investigation 
and whether independent analysis was included.

 Risks include federal sanctions and reputational risks.
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Institutional Investigations

 Prepare investigation plan 

 Keep records 

 Certify translations

 Be sensitive to federal anti-discrimination requirements.

– Employers may not discriminate against an employee in any 
aspect of employment because of the employee’s race, color, or 
national origin (or other protected classes). 

– Prohibition extends to considering such characteristics in making 
decisions about discipline or discharge.
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Institutional Investigations

 Institutions’ anti-discrimination legal exposure is limited when the 
investigation involves cooperating with a specific government request for 
information.

 Sanctions

– Employees’ violations of laws or policy are actionable.

– Sanctions should be applied consistently, without regard to the 
person’s race, color, or national origin.

– Difficult when USG agencies are focused on one country – PRC – and 
not on the many others with which institutions and investigators may 
have close relationships.
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Institutional Investigations

 Examine:

– Previous and current annual financial disclosures

 Consulting 

– Travel to and from foreign jurisdiction and time spent there

– Lab staff, especially unpaid “volunteers” 

– Publications, especially when collaborations may suggest undisclosed 
“foreign components” or “other support”

– Time and effort issues 

 Interviews with named faculty will be necessary and may be difficult. 
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Institutional Investigations

 Institutions may find that Investigators did not understand the need to 
disclose to the institution:

 Foreign sources of support for research that did not have direct 
scientific overlap with their U.S.-based research.

 Foreign institutions’ sponsorship of the investigators’ travel expenses or 
per diem expenses when visiting the foreign institutions.

 Collaboration with foreign investigators resulting in co-authorship 
(which may be a “foreign component”).

– Investigators have not realized that they are targets of foreign intelligence 
gathering efforts.



52

Corrective Actions & Communication

 Develop specific corrective actions for individual cases
 Review and update guidance documents, policies, and procedures to ensure that 

they are current, comprehensive, and easy to understand. 
– FAQs and other guidance should be made readily accessible to faculty online. 

 Conduct training for research administrators.
– Informational sessions for faculty and other stakeholders

 Involve institutional leaders to:
– Review sensitive arrangements,
– Provide feedback regarding existing risk mitigation strategies, and 
– Coordinate responses between departments.
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Contact Information

Questions?

Val Bonham
valerie.bonham@ropesgray.com
202.508.4780
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Coming Attractions

https://www.aspph.org/event/2020ugphsummit/ https://www.aspph.org/event/2020annualmeeting/

https://www.aspph.org/event/2020ugphsummit/
https://www.aspph.org/event/2020annualmeeting/


This webinar has been recorded and will be available on the webinar event page 
on the ASPPH website soon:

https://www.aspph.org/event/aspph-presents-webinar-managing-compliance-
challenges-involving-global-collaborators/

Contact: advocacy@aspph.org

Thank You!

https://www.aspph.org/event/aspph-presents-webinar-managing-compliance-challenges-involving-global-collaborators/
mailto:advocacy@aspph.org
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