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Science and Security

NEWS IN DEPTH

BIOMEDICAL RESEARCH

Details revealed on NIH probe of foreign ties

Official overseeing inquiry reveals undisclosed firings and returned funds from universities

By Jeffrey Mervis

vearlong investigation by the National

Institutes of Health (MIH) in Bethesda,

Maryland, has fingered 180 scientists

at more than 60 ULS. research institu-

tions who NIH belisves have vialated

the confidentiality of §is peer-review
system or failed to dBEclos: fnancial ties o
fareign anganizations. But NITH has reveabsd
few detadls of the investigation—including
how it began and whit it has Bearmed.

Uatil mow: Last week, the senior NIH of-
ficial leading the agency's review of foreign
ties talked with Science about the probe’s
substantial, and growing, scope.

This spring, two institutions—MD Ander-
son Cancer Cender in Houston, Texas, and
Emory University in Atlanta—announced
that five Eoulty members had besen dismzssed
in the wake of the NTH probe. But Michael
Lawer, who directs NIHE: 520 billion-plus
extramural research progam, says sy
eral other universities have cut ties with
reseanchers in cases that have remained
oonfidential. Laver says some institutions
hanve repaid NIH “hundreds of thousands of
dollars” in grants after confirming what he
termed “epregions” violations.

Laner understands why some universi-
ties have kept gquiet about those outcomes,
“No organization wants to discuss person-
el actions in a public forum.” he says. At
the same tme, Laver savs NIH is, "o the
extent possible, engaged in outreach™ to
the seientific community about the impor-
tance of ensuring research integrity and

Mictael Laser of the Mational Instihetes of Health

=ays undisciosed foresgn ties Fad gone on for years.
before the agemcy noticed them.

Science could pot independently verify
saome of Lianers comments because of the
secrecy surrounding NIHS investigation.
But here are highlights of the conversation:

« MIH% current effort began after it
learnied in mid-2008 of a Federal Bureau
of Investigation (FEI) case involving an
MD Anderson researcher serving as an
MIH reviewer. The FBI probe revealed
that, despite strict roles o protect oon-
fidentiality, the resenrcher had shared
grant proposals with several psople.

WIH haz gimnee frand similar sinlatinns

researchers condoct studies in many
felkds, he adds.

Many LS. universities initially pushed
back after receiving a letter, telling
NIH that the named scientists had oo
such connections and that NTH “was
owing smoke.” But those institutions
later reversed course, Laner save, after
NIH supglied evidenoe such as grant
numbers from foreign funders and
employment contracts with foreign
institutions. University officials were
“surprised, shocked, and horrified™ by
the undisclosed ties, Laner savs.

Bome scientists tangeted by the probe
had NIH grants that provided salary
for B months of work each year af
their home institution. But investiga-
tions showed they had also agresd to
work as much as 9 months a vear at
a foreign institution. & 17-month time
mmmitment amounts to frawd, Laver
savs. As a resull, some institutions
have returned salary fumds to NIH.

Same U.S-based scientists partici-
pating in China’s Thousand Talents
Priogram, which seeks to build ties
with scientists working cutside China,
sipned contracts that stipulabed their
reseiarch results “muast stay in China
and cannot be reported to their Ameri-
can university” Others had contracts
that required them to promote their
Chinese affiliations in any publication.



Science and Security
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Science and Security

EDITORIAL

Chinese scientists and security

any scientific and economic Successes in
the United States are owed to the work of
foreign-borm scientists. Today, a substan-
tial percentage of U.S patents and seientific
publications are contributed by Chinese-
born scientists. But there is increasing con-
cern that China is unfairly and systemati-
cally attempting to captune intellectual property, trude
secrets, and advanced technologies from the United
Srates, all detrimental to produoctive long-term rela-
tionships. As part of the [LE. response to these threats,
tepured Chinese-American scienlists at top instito-
tions of biomedical research were recently dissmigsed
for purported violations of disclosure rules, breaches
of confidentiality, or outright suspicion of espionagme.
As Congress seeks (o probect the
apen and collaborative approach Lo
science and technology from nefar-
ious activities of foreign states, the
scientific community must weigh
in an the path forwand
We should remember that for
vears, scientific exchanges and
oollaborations  with China were
encouraged by L3, policy-makers,
including implicit support of Chi-
na's Thousand Talents Program.

“...the United States
relies heavily on
attracting the best
and brightest...”

productive Chinese-American  scientific  diaspora
trained and supported for years in the United States?

In my experience in academia, government, and in-
dustry. most Chinese-born scientists prefer to stay in
the United States for personal and family preferences.
One can imagine the glee of Chinese officials at the
progpect of thousands of Chinese-American scientists,
whom they were unable to recruit ontil now, relocat-
ing back to China. So, what should be done?

Congress iz conducting hearings and considering
passing the Securing American Science amd Techool-
oy Act of D019 as part of the Defense Authorization
bill—a gowd step forward. Although this bill is pro-
pressing at its usual pace in the legislative branch,
time is not on our gide. The executive branch shouobd
promptly establish a bloe-ribbon
panel ecomposed of security experts,
agencies representatives, academ-
ics, and prominent scientists aod
engineers umler the auspices of the
Office of Science amnd Technology
Palicy amd the National Securty
Council to fully debate the facts,
ways, and means to effectively pro-
tect UE science and technology
while preserving the attractivenesss

of the United States to talented

Elias Zerhouni
iE @R emneTiing
professor of
Joline Mopicins
Dinmersity,
Rerltitnore,

M U8A, ered
Former direcior
of the Nativaal
Tnstitutes of
Health, Bethesda,
MY T8A
elfaszeritound @
il oo
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Less the 2 Years Ago

WAAT 15 CHINA'S
[HOUSAND TALENTS PLAN?

The nation’s bid to lure back ex-pat scientists and recruit
highly-skilled foreign researchers is now in its tenth year.

WA Iy CHINA

BY HEPENG JIA

https://www.nature.com/articles/d41586-018-00538-z
Nature January 17, 2018

,4 m National Institutes of Health
Office of Extramural Research 10



https://www.nature.com/articles/d41586-018-00538-z

Keys to Winning a Talents Award

* “To apply, you must already have a firm job offer from a
Chinese institution ...

* The scheme is open to Chinese scientists under 55 years
of age, and foreigners younger than 65. All applicants
must have worked at renowned universities outside China

 All applications to the Thousand Talents scheme go
through your Chinese university employer.”

https://www.nature.com/articles/d41586-018-00538-z
Nature January 17, 2018

‘4 m) National Institutes of Health
s Office of Extramural Research 1



https://www.nature.com/articles/d41586-018-00538-z

Undisclosed Foreign Employment

“China’s most systematic channel for identifying foreign-
based non-traditional collectors is its ... Thousand Talents

PROMOTING CONSTRUCTIVE VIGILANCE Program (TTP) ... aims to recruit leading overseas
D scientists ... Official Chinese TTP websites list more than
three hundred US government researchers and more than
six hundred US corporate personnel who have accepted
TTP money. In many cases, these individuals do not
disclose receiving the TTP money to their employer,
which for US government employees i1s illegal and for
corporate personnel likely represents a conflict of interest
that violates their employee agreement.”

EDITED BY Hoover Institution Press Publication No. 702
LARRY DIAMOND & ORVILLE SCHELL Hoover Institution at Leland Stanford Junior University,
________ Stanford, California 94305-6003

_ﬁ/g' m National Institutes of Health
. Office of Extramural Research 12




Undisclosed Foreign Employment Agreements

« “Shadow laboratories”

* Time commitment — sometimes full-time

« Substantial funding for research (including start-up funds)
« Laboratory, equipment, personnel

« Signing bonus, salary, housing, other benefits

* Deliverables: training personnel, papers, patents/IP

» Creates conflicts of commitment (>100% effort), interest

‘4 m) National Institutes of Health
s Office of Extramural Research 13



An “Obvious” Question: What is a Recruitment?

American University Chinese University

American Academic Leader Chinese Academic Leader

‘4 m) National Institutes of Health
s Office of Extramural Research 14



Clean Recruitment

American University Chinese University

American Academic Leader Chinese Academic Leader

‘4 m) National Institutes of Health
s Office of Extramural Research 15



Talents Recruitment

American University Chinese University

5]

American Academic Leader Chinese Acade'mic L eader

‘4 m) National Institutes of Health
s Office of Extramural Research 16



Undisclosed Talents Program or Grants

Acknowledgements: This work was supported by a grant
from .... Talents Program to XY

Supported by the National Natural Science Foundation of
China (grants XXXXXXXX, YYYYYYYY) and NIH grants ...

Supported by the National Basic Research Program of
China (973 Program ...)

‘4 m) National Institutes of Health
s Office of Extramural Research

17



Duplicate Grants

US Grant Foreign Grant

« Aim 1: AAAAA  Aim 1: AAAAA
« Aim 2: BBBBB - Aim 2: BBBBB
« Aim 3: CCCCC « Aim 3: CCCCC

* NIH is funding grants identical or highly similar to Chinse grants
 Investigators are “double-dipping” — and not disclosing

{ 4 m) National Institutes of Health
s Office of Extramural Research 18



MD ANDERSON RESEARCHERS OUSTED
AS NIH AND FBI TARGET DIVERSION OF
INTELLECTUAL PROPERTY

By Paul Goldberg

& KLY

National Institutes of Health

Office of

Extramural Research

The researcher was also accused of
“quid pro-quo exchanges of personal
and professional benefits in pursuit of
foreign ‘Talents Program’ membership,”
Weber’s report alleges.

In the process, he “delivered know-how,
data, and samples” to an entity in Chi-
na. This appears to include primers de-
sighed and sequenced by his post-doc
at MD Anderson. “Legal Services does
not find any documentation showing
any approved Material Transfer Agree-
ments” associated with that delivery,
the report states.

Cancer Letter, April 26, 2019

19



Undisclosed $11.7 Million China-Based Business

I MNEREEVNELSRHR IR BIRAE]

GuangZhou KangRui Biological Pharmaceutical

Tech nology Co., Ltd

From Brad Racino and Jill Castellano
4 m) https://inewsource.org/2019/07/06/thousand-talents-program-china-fbi-kang-zhang-ucsd/

National Institutes of Health
Office of Extramural Research 20
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FCOI Undisclosed

LETTER

Lanosterol reverses protein aggregation in cataracts

doi:10.1038/nature14650

Rui Hou’

Ling Zhao"***%, Xiang-Jun Chen®*, Jie Zhu™"*, Yi-Bo Xi**, Xu Yang®*, Li-Dan Hu**, Hong Ouyang”?, Sherrina H. P
Xin Jin®, Danni Lin®, Frances Wu®, Ken Flagg®, Huimin Cai"’, Gen Li', Guiqun Cao', Ying Lin>?, Daniel Chen’
Cindy Wen®, Christopher Chung®, Yandong Wang”, Austin Qiu™®, Emily Yeh®, Wenqiu Wang™?, Xu ~Seanna Grob?,

Ruben Abagyan'’, Zhiguan%:,r Su', Harry Christianto Tjondro®, Xi-Juan Zhao", Hongrong Luo®, Rui flou’, J. Jefferson P. Perry"’,

Weiwei Gao™'2, Igor Kozak™, David Granet®, Yingrui Li®, Xiaodong Sun’, Jun Wang®, Liangfang Zhang™"?, Yizhi Liu’, R
Yong-Bin Yan® & Kang Zhangh#31%14.15 » I< a I I g Z a I Ig

1,2,3,12,14,15

!Molecular Medicine Research Center, State Key Laboratory of Biotherapy, West China Hospital, Sichuan University, Chengdu 610041, China.

’Guangzhou KangRui Biological Pharmaceutical Technology Company, Guangzhou 510005,

Author Information Reprints and permissions information is available at
www.nature.com/reprints. The authors declare no competing financial interests.

{ 4 m) National Institutes of Health
s Office of Extramural Research 21



Outcome to Date

Q

. kpb @) LISTEN LIVE @ WATCH SHOWS & GIVE NOW

T . S NEG
news - arts&living ¥ programming & schedules ~ support KPBS ~ events A pusic serviesof () DA DIEGO STATI

SPONSORSHIP

‘F Facebook Twitter b4 Emai

UCSD Doctor Resigns After inewsource Raised
Questions About His China Business Ties And More
Local News

San Diego News Matters / July 8, 2019

Become a KPBS sponsor today!

TW eets by @KPBSnews (i ]

‘:i_kﬂbs KPBS News o

© @KPBSnews

In #5uperMarioMaker2, #Nintendo loosens its grip
on a beloved property and embraces its hardcore
fans.kpbs.us/203SbM4

{ 4 m) National Institutes of Health
s Office of Extramural Research 22



Peer Review Breaches

In one instance, the researcherinstruct-
ed the recipient of the information to

Case 3: “Keep this confidential.” “keep it to yourself’

This MD Anderson researcher was al- In another instance, the accompany-
leged to have “emailed an NIH grant ing note read, “Here is bone and meet
application to a scientist based in the [sic] you need.

People’s Republic of China.”

On yet another occasion, the researcher
sent an NIH grant application to a de-

According to Weber’s report, the re- partment within the National Cancer
searcher “also may have sent at least Center/Cancer Hospital Chinese acade-
two NIH grant applications to U.S.- my of Medical Science. The transmittal
based scientists who were not designat- email read: “Some methods you may

ed by the NIH to review the material.” learn from fh's proposal. Keep this
confidential.
The researcher received all of these ap-

Cancer Letter, April 26, 2019 plications from NIH legitimately, for the
purposes of conducting peer review.

{ 4 m) National Institutes of Health
s Office of Extramural Research 23



PennState

Vice President for Research

ABOUT ~
Related Resources for Investigators

Collaborating Internationally:

University Research Council & Associate
Deans for Research (ADRs)

Global Programs - Collaborating
Internationally

Data & Information Security (Report IT
Threats or Compromised Accounts)

Penn State International Travel
Requirements

Export Compliance Manual
Export Compliance & Foreign Transactions

Office of Sponsored Programs - Export
Controls Info

Related Policies:
ADB8S - Policy on Export Compliance

RA40 - Policy on Federal Export
Regulations

< I

CAPABILITIES ~

National Institutes of Health
Office of Extramural Research

Growing Institutional Awareness

FUNDING FIND RESEARCH CYBERINFRASTRUCTURE

International Relationships and Activities

Background [ How to Protect Yourself | Outcomes | Get Assistance | FAQ

Introduction

The U.S. Government has expressed serious growing concerns regarding
inappropriate influence by foreign entities over federally funded research (see
Sources below). One issue that has moved to the forefront is the failure of
federally-funded researchers at U.S. institutions to disclose their relationships
and activities with foreign institutions and funding agencies. Several Federal
agencies have indicated that failure to disclose foreign relationships and
activities may jeopardize eligibility for future funding.

Penn State encourages international collaborations, but it is important for our

investigators to be transparent about their foreign relationships and activities.

Penn State’s Office of the Vice President for Research (OVPR) has compiled the
following information to provide guidance and resources to remind Penn State
researchers of their compliance obligations to federal sponsors.

Rising Concern (Background)

PARTNERSHIPS & INDUSTRY ~

FOR PENN STATE ~

Penn State's publishing collaborations in the last five

years.

Source: Pure.psu.edu

https://www.research.psu.edu/international affiliations

24


https://www.research.psu.edu/international_affiliations

Key Point: Encourage but be Transparent

* “While most international collaborations are acceptable and
encouraged, we urge researchers to err on the side of transparency.”

» “It protects everyone’s interests — the Federal government, Penn
State, individual researchers, and their international collaborators — to
have international relationships disclosed and vetted to determine if
there are any potential conflict of commitments, duplications of
research, and/or diversion of intellectual property in the performance
of federally funded research.”

{c m,':',?m;‘:" instites of Hoalt https://www.research.psu.edu/international affiliations i


https://www.research.psu.edu/international_affiliations

» Close work with institutions
— Institutional actions, refunds, renegotiated grants

 Referral to OIG and FBI

— Seek debarment or suspension
— Assist other Federal agencies

* What we're looking for: full disclosure and vetting
— QOversight and stewardship over faculty activities

@_ m National Institutes o f Health
. Office of Extramural Research 26



* NIH

— Larry Tabak, Carrie Wolinetz, Jodi Black,
Patricia Valdez, Sally Amero, Michelle
Bulls, Julie Muroff, Kate Tapley, Mike
Shannon, Bill Cullen, Liza Bundesen,
Megan Columbus, Renate Myles, Katrina
Pearson, Rick lkeda, Jess Mazerik,
Nicole Garbarini, Minna Liang, Francesca
Bosetti, Tara Schwetz, others

- FBI, DOJ, DNI

— John Brown, Don Lichay, Tam Dao,
Melody Hounsell, Jeff Stoff, others

« Non-federal organizations

— Wendy Streitz, Lisa Nichols, Sarah
Rovito, Toby Smith, Lizbet Boroughs,
Ross McKinney, Marcia McNutt, others

4 m) National Institutes of Health
Office of Extramural Research

Incomplete Thank You

DHHS

— Michael Schmoyer, Les Hollie, Francis
Montoya, Justin Bidwell, Jason Scalzo,
Adam Layton, others

State

— Andrew Hebbeler, Megan Frisk, Staci
Rijal, others

OSTP and other research agencies

— Rebecca Keiser, Jeremy Ison, Bindu
Nair, Helena Fu, Aaron Miles, others

Dozens of VPRs and institutional
compliance / integrity leaders

27
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FBI chief says Chinese operatives have
infiltrated scores of ‘naive’ U.S. universities

AP Associated Press
Published: 9:03am, 14 Feb. 2018

R



Presenter
Presentation Notes
Gallagher amendment to NDAA would have prohibited DOD funding for researchers participating in foreign talent recruitment programs
Foreign Influence Transparency Act would have imposed foreign agent registration requirements for participants in such programs and lowered HEA Sec. 117 foreign gift reporting threshold



Federal & Congressional Pressure to Re-Examine
Research Protections

* Intelligence agencies sound the alarm
* Numerous reports raise concerns SPYSCHOOLS

 Agencies send out letters and are clarifying
old and developing new policies

 Congressional pressure to address security
concerns builds; but Congress lacks
understanding of the controls already in

place e | -

» Result: Several ill-informed and potentially _

damaging proposals to U.S. science have
been introduced in Congress




Specific Concerns

 Huawei and other university Picking flowers,
funding relationships making honey

* Talent recruitment programs

* Faculty relationships and
failure to disclose foreign
funding sources/affiliations

 Shadow laboratories
 Breaches in peer-review
* Foreign investment/CFIUS
* Confucius Institutes

e Student groups

* Sharing of Genetic Information

PROMOTING COMNSTRUCTIVE VIGILANCE




National Institutes of Health

 August 2018 letter and statement from Dr. Collins
 ACD Working Group Recommendations December 13, 2018

 “Reminders on Other Support® Guide Notice and FAQs July 10,
2019

60 current letters of inquiry to institutions, 17 referrals to HHS
OIG

* Meanwhile:
- 2 Congressional hearings
— FY20 Senate Appropriation hearing - focus
- Media Focus

Association
of American
Universities

A


https://www.nih.gov/about-nih/who-we-are/nih-director/statements/statement-protecting-integrity-us-biomedical-researc
https://acd.od.nih.gov/documents/presentations/12132018ForeignInfluences_report.pdf
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-19-114.html

National Science Foundation

Sen. Grassley Letter to NSF Director (April 15) & NSF Response (April 26)

Current & Pending Support requirements
* Revised C&P language in draft PAPPG released on May 29. Comments were due July 29.

* NSF is developing a template.
National Science Board (NSB) Discussion of Science and Security on July 18.

JASON Study
Risk assessment & mitigation strategies including pre-publication information.

 How has the research ecosystem changed?
* Are there additional safeguards that should be in place?
* Which areas are more sensitive and have security implications?

x Association
x of American
e

Universities


Presenter
Presentation Notes
Disclosure omissions and false statements. No breaches of peer-review. 
JASON Study 
Risk assessment and mitigation strategies. Range of risks including pre-publication information. 
How has the research ecosystem changed? 
Are there additional safeguards that should be put in place in order to continue to conduct research in an open environment?
Which areas are more sensitive and have security implications? 
Clarify existing requirements for current and pending support
NSF is developing a template. 
Revised language on “other support” in the draft PAPPG released for comment on May 29.



DOD and DOE

Department of Defense
 Section 1286 of the National Defense Authorization Act of 2019

 Task Force on Protecting Critical Technologies
 March 20, 2019 Memo on current and pending support requirements

Department of Energy

 December 14, 2018 Memo on developing S&T Risk Matrix
e January 31, 2019 Memo on prohibiting DOE personal from participating in
foreign talent programs

 June 7, 2019 - Implements prohibition for DOE employees but NOT
universities

b




Recent Legislative Proposals

H.R. 3038, “Securing American Science and Technology Act (SASTA),” Rep. Sherrill (D-NJ)
& Rep. Gonzalez (R-OH)

S. 2133, “Secure American Research Act,” Sen. Cornyn (R-TX) & Sen. Rosen (D/NV)

H.R. 1678 / S. 1879, “Protect Our Universities Act,” Rep. Banks (R-IN) / Sen. Hawley (R-
MO)

H.R. 618 / S. 29, “Critical Technologies and Security Act,” Rep. Ruppersberger (D-MD) /
Sen. Warner (D-VA)

H.R. 602 / S. 152, “Telecommunications Denial Order Enforcement Act,” Rep. Gallagher
(R-WI) / Sen. Cotton (R-AR)

S. 480, “Countering the Chinese Government and Communist Party’s Political Influence
Operations Act,” Sen. Rubio (R-FL)

H.R. 1811, “Countering the Chinese Government and Communist Party's Political
Influence Operations Act,” Rep. Smith (R-NJ)

S. 937, “Protecting American Technology Act,” Sen. Kennedy (R-LA)

H.R. 2244, “Higher Education Transparency Act,” Rep. Gosar (R-AZ)

S. 1451 / H.R. 2713, “People’s Liberation Army (PLA) Visa Security Act,” Sen. Cotton (R-
AR) / Rep. Gallagher (R-WI)




Congressional Hearings & Roundtables

April 2018 -“Scholars or Spies: Foreign Plots to Targeting America’s Research &
Development,” House Science Subcommittee on Oversight and Subcommittee on
Research and Technology

« June 2018- “Student Visa Integrity: Protecting Educational Opportunity and National
Security,” Senate Judiciary Subcommittee on Border Security and Immigration

e Sept2018-House Science Committee Roundtable with higher education leadership,
federal science agencies, FBI

« Feb2019-“China’s Impact on the U.S. Education System,” Senate Homeland
Security Permanent Subcommittee on Investigations

« May 2019 -House Armed Services Roundtable with higher education leadership

« June 2019 - “Foreign Threats to Taxpayer — Funded Research: Oversight
Opportunities and Policy Solutions,” Senate Finance Committee




Simple Summary of Legislative Proposals &
Federal Actions

* |ncreased institutional reporting of funding received from foreign gifts
and contracts (HEA Section 117)

* Restrictions on participation in foreign talent programs

* Creation of new categories of “critical technologies” or “sensitive
research” which limit access to foreign students & scholars to certain
labs and research projects

* Focus on clarifying and enforcing agency disclosure requirements

* Increased visa delays and some intl. students recently denied
readmission into the U.S.

e Better interagency coordination and forums for dialogue between
federal agencies and the university/scientific community

K




OSTP Coordination of Federal Agency Policies
* H.R. 3038 - SASTA Legislation

- supported by over 100 institutions

e Joint Committee on Research Environments (JCORE) announced by OSTP
on May 7
 Subcommittee on Research Security
— Two OSTP staff & 3 staff Co-chairs
18 federal agencies; have already had nine meetings.

 |nitial discussions have focused on:

- Coordination of Federal communications/outreach efforts to academic
and research institutions; four regional meetings planned

- Providing guidance and best practices for research institutions

- Standardizing conflict of interest and commitment disclosure
requirements and enforcement

K




Universities Seeking to Balance Science & Security Concerns

1) Take security concerns seriously and must comply with existing requirements
2) Defend core principles of openness & value of foreign students/scholars

3) AAU - APLU survey on effective practices to address foreign security threats
- 140 examples submitted by 39 institutions

- Several “Buckets”

Communication; coordination; training; enhanced reviews; cyber and data security;
IP protection; security agency interaction; foreign travel; international visitors; export controls

3) Memo to AAU Presidents and Chancellors
- What does your institution already do?
- What responsibilities do faculty have?
- What more can your institution do?

4) Editorial, Inside Higher Education, “We Must Have Both” August 5, 2019
5) Several national/regional meeting & briefings with more to come!
(e.g. Loyola Chicago, Sen. Warner/Rubio Roadshow, FBI Academic Summit)

bl



https://www.aau.edu/sites/default/files/AAU%20Files/Key%20Issues/Science%20%26%20Security/AAU-APLU-Effective-Practices-Memo-and-Summary.pdf

Contact Me

@ toby.smith@aau.edu

o @SciPolGuy
@AAUniversities

@ www.aau.edu

Association
of American
Universities
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Guidance for Faculty

= Recognize the news and changing landscape
= Communicate, communicate....

= Faculty need to understand:

— Applicable disclosure requirements for reporting to school and to funder.

— Philosophy of school, values, and commitments.

ROPES & GRAY




Visitors, Collaborations, and Foreign Activities

= Are the processes for managing visitors and collaborations sufficient?
=  What about research activities outside the US?

= (Collaboration agreements

= Gifts and travel reimbursement,

= Technology transfer agreements, and

=  Procurement.

= Consider escalation and review process for high-risk collaborations.

ROPES & GRAY




Horizon Scanning

= Communicate First; enable understanding and application.

= Consider not-for-cause sampling and auditing COI disclosures.

= Consider not-for-cause sampling and auditing of applications and progress reports.
— Tool for risk assessment, education, and defense, as needed.

— Include both awards with known foreign components and those without foreign
components to assess faculty understanding of disclosure requirements.

— Focus on recently completed awards, for which manuscripts are published or in
process, for a full picture of the current foreign support landscape.

Consider self-disclosure for any significant problems identified.

ROPES & GRAY




Responding to U.S. Govt Agency Inquiries

= Potential deficiencies are identified through law enforcement referrals,
complaints from co-workers or other scientists (including to Congress),
institutional self-reporting, and agency staff review.

= Federal funders may inquire directly, or requests come from OIG, DOJ, etc.
— e.g., subpoenas for records

= [nstitutions receiving such letters must engage in fact-finding investigations to
respond.

— Agencies may question the adequacy of the institutions’ investigation
and whether independent analysis was included.

= Risks include federal sanctions and reputational risks.

ROPES & GRAY




Institutional Investigations

= Prepare investigation plan

= Keep records

= Certify translations

= Be sensitive to federal anti-discrimination requirements.

— Employers may not discriminate against an employee in any
aspect of employment because of the employee’s race, color, or
national origin (or other protected classes).

— Prohibition extends to considering such characteristics in making
decisions about discipline or discharge.

ROPES & GRAY




Institutional Investigations

» |nstitutions’ anti-discrimination legal exposure is limited when the
investigation involves cooperating with a specific government request for

information.
= Sanctions
— Employees’ violations of laws or policy are actionable.

— Sanctions should be applied consistently, without regard to the
person’s race, color, or national origin.

— Difficult when USG agencies are focused on one country — PRC — and
not on the many others with which institutions and investigators may

have close relationships.

ROPES & GRAY




Institutional Investigations

= Examine:
— Previous and current annual financial disclosures
= Consulting
— Travel to and from foreign jurisdiction and time spent there
— Lab staff, especially unpaid “volunteers”

— Publications, especially when collaborations may suggest undisclosed
“foreign components” or “other support”

— Time and effort issues

* [Interviews with named faculty will be necessary and may be difficult.

ROPES & GRAY




Institutional Investigations

= |nstitutions may find that Investigators did not understand the need to
disclose to the institution:

= Foreign sources of support for research that did not have direct
scientific overlap with their U.S.-based research.

= Foreign institutions’ sponsorship of the investigators’ travel expenses or
per diem expenses when visiting the foreign institutions.

= Collaboration with foreign investigators resulting in co-authorship
(which may be a “foreign component”).

— Investigators have not realized that they are targets of foreign intelligence
gathering efforts.

ROPES & GRAY




Corrective Actions & Communication

= Develop specific corrective actions for individual cases

= Review and update guidance documents, policies, and procedures to ensure that
they are current, comprehensive, and easy to understand.

— FAQs and other guidance should be made readily accessible to faculty online.
= Conduct training for research administrators.

— Informational sessions for faculty and other stakeholders
= |nvolve institutional leaders to:

— Review sensitive arrangements,

— Provide feedback regarding existing risk mitigation strategies, and

— Coordinate responses between departments.
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Contact Information

Questions?

Val Bonham
valerie.bonham@ropesgray.com
202.508.4780

ROPES & GRAY




Method for Submitting Questions/Comments

Join the Conversation...

* You can ask questions in
writing anytime during the
webinar.

* Simply type them in the

File View Help
(+) Audio
(=) Questions

“Questions” field on the [Enter a question for staff]
right side of your screen. ﬁ

ASPPH Presents

(» WEBINAR

Webinar Now

Webinar ID: 761-205-082

GoToWebinar



Presenter
Presentation Notes
While your lines have been muted, we encourage you to submit questions at anytime via the question box. We will address your questions at the end of the webinar. 


Michael Lauer, MD Toby Smith Valarie Bonham, JD
NIH AAU Rope & Gray
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Coming Attractions
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Thank You!

This webinar has been recorded and will be available on the webinar event page
on the ASPPH website soon:

https://www.aspph.org/event/aspph-presents-webinar-managing-compliance-
challenges-involving-global-collaborators/

Contact: advocacy@aspph.org

CPHCE

Credits
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